


      THE LiveSafe 
Solution

Executive Advisory Board 
Includes Tom Ridge, former Secretary of 
Homeland Security, who was the only non-
Virginian to serve on the independent review 
panel of the 2007 Virginia Tech tragedy, 
and Ray Kelly, former NYPD Commissioner. 
The Board also includes leaders in higher 
education, grounding LiveSafe in the real-
world, day-to-day risk mitigation and safety 
challenges of institutions of higher learning.  

LiveSafe Client Ecosystem
Defined by hundreds of college, university, 
and institutions of higher learning clients. 
In addition, LiveSafe has corporate clients 
including Fortune 500 companies in media, 
financial services, technology, and more. They 
inform the ongoing evolution of the solution.

LiveSafe Partner Ecosystem
A network of partners that specialize in 
educational offerings  as well as in security 
and risk management.

The LiveSafe Connect
Private Security Community TM

Where security and risk management 
executives come together to share tips and 
information, bringing professional grade 
infrastructure to the informal information 
sharing that’s happening today.

Intuitive End-User 
Mobile Experience 
The LiveSafe Mobile App and the LiveSafe 
Mobile SDK deliver a mechanism for surfacing 
risk insights, bi-directional safety communications 
infrastructure, and a suite of self-service safety 
tools. LiveSafe serves as a steward of end-user 
privacy and will not pass through Personally 
Identifiable Information unless the student/
faculty/staff member choses to share it. 

Easy-to-Access 
Command & Control
The LiveSafe Command and Communications 
Dashboard allows officials to harvest actionable 
security intelligence and communicate with their 
constituencies, both expansively and exactly. It 
delivers data and analytics to inform the ongoing 
tuning of the system. 

Dedicated 
Implementation Experts
The LiveSafe Global Implementation Services 
Team optimizes deployments and supports 
the entire spectrum of functions: Police/Public 
Safety, Student Affairs/Student Success, University 
Leadership/Administration, Study Abroad, Greek 
Life, Residence Life, SGA/Student Government, 
and more.

Enterprise-Class Infrastructure 
Supporting the Entire System
The pillars are supported by an Enterprise-Class 
Infrastructure that integrates seamlessly with the 
safety and security investments that the company 
has already made. It is capable and compliant, 
maintaining the highest standards for performance 
and availability, as well as privacy and systems 
integrity compliance. 
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BUILT ON 3 
CORE PILLARS

Differentiated 
Value For Clients



Surfacing Actionable Risk Intelligence 
Prescriptive Guidance removes the traditional barrier of “Is this the kind 
of thing I should report?” Intelligent Routing takes away the complexity 
of navigating “Whom should I tell?” The Power of Anonymity allows 
students/faculty/staff to do the right thing, solving for “I don’t want to get 
involved.”

Mobile Two-Way Safety Communications
Students/Faculty/Staff send and receive safety information without 
compromising privacy. 1:1 anonymous dialogue with safety officials is 
enabled. Constituencies can connect with local emergency services, 
regardless of global location. Active location sharing in an emergency 
solves a critical gap that exists in telephone  911 systems.

Managing 
Community-Sourced 
Security Intelligence 
Submitted insights each 
have an Evidence Panel, 
consolidating all information 
available (photos, video, audio, 
text, date/time stamp, location, 
unique record number, etc.). 
Insights can be securely 
forward to a trusted partner or 
published to the Safety Map. 
Access a full audit trail with 
admin-level views into each 
step/action taken.

Communicating with 
Constituencies: 			 
SMS, Email, & Push
Send Standard Broadcast Message 
to all members of the constituency 
or customizable subset, as filtered by 
group (e.g. faculty, study abroad, greek 
life, residence hall). The Geofence 
Broadcast Message layers another 
level of precision, pushing only to 
people physically in a specific place 
within a given time window. Broadcast 
Messaging with Check-In introduces the 
prompt asking thestudent/faculty/staff 
member to take action by checking in. It 
can be sent with or without a geofence.

Peer-to-Peer & Self 
Service Safety Tools
The Safety Map feature layers 
relevant security and logistical 
information onto a map. Resources 
makes safety and security 
materials accessible even when 
there is no network connectivity. 
The SafeWalk TM feature allows 
students/faculty/staff members 
to invite up to three people to 
virtually accompany them to their 
destination. Once the SafeWalk 
feature is concluded, location 
sharing ends. No information 
about the walker’s physical 
location is disclosed to anyone 
unless an emergency option has 
been initiated. 

Analytics
Easily review platform usage times, 
peak hours, and other data and 
insights. Have on-demand access to 
stats and graphics and audits of how 
incidents were handled.

LiveSafe Mobile App Core Features

“I have worked with LiveSafe 
over the past several years 
and I now appreciate more 
than ever the role and power 
of prevention. The capacity 

this capability creates for our nation’s schools 
is transformational.” 

— Gov. Tom Ridge
    First Secretary of Homeland Security

Command & Communications Dashboard



Supported Platforms

Access & Data SecurityPlatform Highlights

Integration

Architectural 
Redundancy & 
High Capacity

Housed in a virtual private cloud 
(VPC) within the Amazon Web 
Service’s U.S. infrastructure, 
replicated across multiple availability 
zones and regions for redundancy.  
Handles massive volumes of events, 
chats, and broadcasts in the event of 
a large-scale incident.

Lightweight 
Install

The LiveSafe Mobile App and 
the LiveSafe Mobile SDK use less 
than 20MB of device memory. The 
Command and Communications 
Dashboard has cloud-based access 
with no incremental hardware or 
software install required.

Real-Time 
Location 
Service

Location updated at least every 
50 meters in standby mode and 
every 10-15 seconds in active 
(emergency) mode. The student/
faculty/staff maintains control of 
their location privacy. 

LiveSafe 
Mobile SDK

Embed essential functions of the 
LiveSafe Platform into existing iOS or 
Android app, seamlessly connecting 
people to help without having to 
download multiple apps.

Webhooks Have the LiveSafe Command and 
Communications Dashboard data 
feed into any platform of choice — 
seamlessly integrating into existing 

multiple app downloads.

Mobile OS  – Apple phones and tablets: iOS 8 
and up

 – Android phones and tablets: 
Android 4.1 and up

Internet 
Browsers

 – Google Chrome (latest version)
 – Mozilla Firefox (latest version)
 – Safari (latest version)
 – Microsoft’s Internet Explorer & 

Edge (latest versions) 

Enterprise 
Structures large, complex organizations.

Multi-Tenant 
Architecture

Incident reporting, chat, and other 
data are separated and secured 
by organization.

Encryption Data is encrypted in transit (HTTPS/
TLS). Core system data is encrypted 
at rest (AES-256). High speed 
and row-level encryption protects 

names, email addresses, and phone 

managed via Amazon KMS.

Activity Audit All dashboard actions are 
automatically logged and time 
stamped. Audits are stored 
separately from regular data.

Administrator 
Privileges

Command and Communications 
Dashboard administrator functions 
can be restricted, and hierarchical 
views enabled.

SSO Login Login page to allow for Single Sign-
On to verify access through a third-
party federated identity tool (SAML 
2.0 assertions).

User 
Management

 – Via SCIM integration and 
Automated User Management

 – Via CSV uploader to bulk add 
large groups of people

 – Via LiveSafe Workday Receiver 
for Workday HCM clients

Technical Overview




